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Achieving Fault Tolerance in Reversible
Computing

Md Asif Nashiry, Jacqueline E. Rice

Abstract— Reversible circuits have drawn the attention of researchers for their many advantages over traditional irreversible circuits.
However traditional circuit design techniques can not always be translated to reversible circuits, and so new technique e.g. fault tolerance
must be developed. Since a reversible circuit maintains a one-to-one relationship between inputs and outputs, achieving fault tolerance in
such a system is not an easy task. A fault tolerant system can correctly perform its specified operations even in the presence of faults. This
paper investigate the existing work on the design of fault tolerant reversible circuits and presents an efficient approach for achieving fault

tolerance in reversible circuit.

Index Terms— Reversible logic, fault tolerance, logic gates, fault testing, majority voter circuit.

1 INTRODUCTION

N recent years, reversible computing has established itself as a

promising research area and emerging technology. This is mo-

tivated by a widely supported prediction that conventional
computer hardware technologies will reach their limits in the near
future. Limitations of traditional computing, such as heat dissipa-
tion, can become an obstacle for the further development of cur-
rent technology [1]. Reversible computing [2] offers a solution to
this potential deadlock of further development in traditional
computing. In 1961, Landauer showed that KTIn2 joules are dissi-
pated each time an information bit is lost during a logical opera-
tion, where K is Boltzmann's constant and T is the operating tem-
perature in Kelvin [1]. For instance, when a two-input AND gate
produces a single bit of output, this amount of energy is dissipat-
ed as heat. As Moore's law, predicting a doubling of components
every few years, has held true over the last several decades, this
heat dissipation is becoming a major concern in traditional irre-
versible systems. However reversible systems are, by definition,
bijective, and thus there is no information loss. Other reasons for
research into reversible systems includes connections to quantum
computing, and applications in cryptography, nano-computing
technologies and digital processing [2].

Since a reversible circuit maintains a one-to-one relationship
between inputs and outputs, achieving fault tolerance in such a
system is not an easy task. Fault tolerance is defined as an attrib-
ute of a system that enables the system to correctly perform its
specified operations even in the presence of faults. In order to
make a system fault tolerant, it is necessary to build in redundan-
cy of some type, generally hardware redundancy, software re-
dundancy, information redundancy and/or timing
Redundancy [3]. This added redundancy comes at a cost. A
common approach to fault tolerance is to incorporate hard-
ware redundancy by replicating one or more physical compo-
nents of a system. The cost of this is initially high, but is am-
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mortized over the lifetime of the system. Hardware redundan-
cy can offer an active approach, a passive approach or a com-
bination of both [3]. An active approach to fault tolerance
works by detecting a fault, locating the fault and recovering
the system through some form of reconfiguration. However
fault tolerance can also be achieved using a passive approach
that does not require detecting or reconfiguring, rather mask-
ing the occurrence of faults. Masking contributes to a fault
tolerant system by hiding faults from the final outcome of the
system. Thus the fault may affect the system locally, but does
not affect the global performance of a system. A majority voter
is commonly used to achieve fault tolerance in traditional sys-
tems [3] by implementing triple modular redundancy (TMR)
or N-modular redundancy. The basic idea of TMR is to tripli-
cate the hardware and use a majority voter that determines the
final output by observing the outputs from all the modules. If
one of the modules become faulty, the majority voter can mask
the faulty outcome by observing the outcomes of the remain-
ing modules and correcting the faulty signal.

The rest of the paper is organized as follows: Section 2
provides the fundamentals of reversible computing; Section 3
describes some related works by focusing on the difference
between testing and tolerance; fundamentals of achieving fault
tolerance in reversible circuits are illustrated in Section 4; the
existing majority voter circuits are introduced in Section 5;
Section 6 describes our proposed majority voter circuit, and
shows that the design of a fault tolerant reversible circuit us-
ing the proposed voter circuit; Section 7 draws the conclusion
of this paper and provides future research direction.

2 BACKGROUND

2.1 Reversible Logic

A reversible logic function has the form f:B» — Br, where n is a
non-negative integer and the domain B = {0,1}, with the key
feature being that the function is bijective. More specifically,
the number of inputs and the number of outputs of a reversible
function are exactly the same. In particular, there is always a
distinct output state for each of the possible input states [1, 2].
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2.2 Reversible Logic Gates

Let X = {x;, %5, .. ... , X, } be the set of Boolean variables. Then a
reversible gate has the form g(C,T), where C = {x;;, ....., X} €
X is the set of control lines and T= {le, - .,xﬂ} € X with Cn
T = @ is the set of target lines [4]. Two commonly used re-
versible gates are Toffoli gates and Fredkin gates [4]. A Toffoli
gate with no controls is a NOT gate i.e. (0, x;;).

Similarly, a Toffoli gate g(x;;,x;;) can be thought of as a
controlled NOT (or CNOT) gate, and g({X;1, ----, Xin }, Xj1) i @ n-
bit Toffoli gate. A Fredkin gate with no controls is a SWAP
gate g(x;y, x;2), which interchanges the two target input bits at
output. A n-bit positive control Fredkin  gate
g{xig, oo ,Xin} Xj1,Xj2) interchanges the two target bits at
output when all the control inputs are equal to 1. A reversible
gate may also have negative control. In this case the gate be-
comes active when negative control has a value of 0. Fig. 1
shows several commonly used reversible logic gates.
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(@ NOT gate (b) n-bit Toffoli gate

a 1(0)
a H% b b c(b)
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- 7

(b) SWAP gate (d) 3-bit Fredkin gate

Figure 1: Some reversible logic gates

2.3 Cost Metrics

Two important metrics used to compare reversible circuit im-
plementations are gate count and quantum cost. The gate
count (GC) is the number of gates in a circuit and the quantum
cost (QC) is the number of basic quantum gates required to
implement macro-level reversible gates such as the Toffoli and
Fredkin gates [12, 13]. For example, the QC of a CNOT gate is
1, and QC of a SWAP gate is 3. The QC of a (3 x 3) Toffoli and
a (3 x 3) Fredkin gate is 5 [5].

3 RELATED WORKS: TESTING VS. TOLERANCE

Many works in the literature that address fault tolerant circuit
designs in reversible logic use the term fault tolerant when
really they are referring to testing. Works that fall into this
category include [6 - 10]. In these works, the authors propose
approaches which can fall into a category of testing. For ex-
ample, Parhami [9] highlights the fact that most arithmetic and

other processing functions do not preserve the parity of the
input data at the output end. If the parity of input data is
maintained throughout the computation, no intermediate er-
ror checking mechanism is required to detect faults in a cir-
cuit. The paper identifies some parity preserving reversible
logic gates and presents a fault detection method based on
parity preserving reversible gates. For example, Fredkin gates
and double Feynman gates are parity preserving gates. A re-
versible circuit which is composed of only these two gates can
detect an occurrence of fault as described by Parhami [9]. The
paper also presents a design for a parity preserving full adder
reversible circuit. The author concludes that fault tolerance
can be achieved without adding any extra design effort if a
reversible circuit is built using only parity reserving logic
gates. Based on this concept, Islam et al. [7] proposed an ap-
proach to design what they claimed to be fault tolerant re-
versible circuits. The authors proposed a 4 x 4 parity preserv-
ing reversible gate, or IG gate, as shown in Fig. 2. They offer
an implementation of a reversible full adder circuit with two
IG gates and claim that their proposed design is fault tolerant,
suggesting again that fault tolerance can be achieved without
any extra design effort if a reversible circuit is built using pari-
ty preserving gates. Their proposed full adder circuit is pre-
sented in Fig. 3.

a - | — a
IG
b — —— a @b
Gate
cC —— ——— ab@c
d F— -
bd @b (add)

Figure 2: IG gate presented in [7].
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Figure 3: Parity Preserving Full Adder Circuit Composed of IG
gates.

Since an IG gate is a parity preserving gate, the proposed full
adder circuit also preserves the parity. The sum and the out-
put carry of the full adder in [7] are defined as sum=(a @ b @
cin) and cout = (((a € b) cin @ ab). For fault free operation, when
a=1,b=0and cn=1, the sum and the output carry are calcu-
lated assum=1@P 0P 1=0and cou=(1P0)x1 P 1x0=1
@ 0= 1. Suppose a single bit fault occurs in the third line from
the top of the circuit, as shown in Fig. 3. The third output line
of the first IG gate, which generates ab, is connected to the
third input line of the second IG gate. As an effect of a single
bit fault, as shown in Fig. 3, the value of ab is inverted before
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contributing to the second IG gate. For example, when the full
adder performs the addition of the three input bits,a=1,b =0
and cin = 1; the third line from the top generates ab = 0. Due to
the presence of the fault, the value of ab will be 1. This incor-
rect value of ab will be an input of the second IG gate, as
shown in Figure 5.2. In this case the output carry is calculated
ascout=(@@b)cn Pab=(1P0)x1P1=161=0, which
is incorrect. As we see, the proposed full adder circuit in [7]
has no ability to generate corrected output in the presence of a
fault. Thus, this full adder cannot be called a fault tolerant full
adder.

Similarly Haghparast el al. [6], the authors present a parity
preserving Toffoli gate. According to this approach, a 3-bit
Fredkin gate and a double Feynman gate are used to design a
parity preserving Toffoli gate. Since a Feynman gate is already
a parity preserving gate, the authors use two of their proposed
parity preserving Toffoli gates and two double-Feynman gates
to design what they claim is a fault tolerant full adder circuit.
However, similar to the previous example, the full adder cir-
cuit presented in [6] has no ability to generated corrected out-
put in the presence of faults in the circuit, and so is not fault
tolerant.

As discussed above, these works focus on preserving pari-
ty in reversible circuits. After ensuring parity preservation in
their designs, the authors of these works claim that their pro-
posed approaches are fault tolerant. Parity preservation can be
used as a testing approach, which may indicate whether the
output of a circuit is correct or incorrect. However, a fault tol-
erant circuit must have the capability to supply corrected (in-
tended) values at the output even in the presence of faults in
the circuit. A parity preserving circuit does not guarantee that
the circuit is fault tolerant, since the use of parity preservation
offers only error detection. Parity preservation does not ensure
that the circuit generates corrected output in the event of er-
ror. Thus the designs based on parity preservation cannot be
categorized as offering fault tolerance. Other works that in-
deed fall into the category of fault tolerance are described later
in this paper.

4 FAULT TOLERANCE IN REVERSIBLE CIRCUITS

Fault tolerance is generally achieved through the addition of
redundancy. Redundancy to achieve fault tolerance can take
several forms, generally hardware redundancy, software re-
dundancy, information redundancy and/or timing redundan-
cy [3]. Redundancy is an additional resource in form of logical
or physical components of a system, which helps to a system
to achieve fault tolerance. The behavior of a system is an im-
portant factor to consider when choosing a particular type of
redundancy to make the system fault tolerant. For example,
the choice of redundancy that can be added to an information
transfer system may not be the same as that of an information
generation system. A common approach to achieve fault toler-
ance in an information generating system is to incorporate
hardware redundancy by replicating one or more physical
components of a system. In our work we focus on fault mask-
ing to achieve fault tolerance in reversible logic. The reasons
for choosing fault masking as a tool for designing a fault toler-
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behaviour of fault masking techniques. Fault masking allows a
system to generate the correct output in real time. As a passive
approach, a fault masking technique does not need to recon-
figure or replace any physical component of a system. A sys-
tem which is designed using a fault masking technique hides
faults from the output, i.e. a fault cannot affect the final out-
come of a system. Therefore, a fault may affect the system lo-
cally, but cannot affect the global performance of the system.
Triple modular redundancy (TMR) has been used as one of the
most common forms of passive hardware redundancy to de-
sign a fault tolerant system [3, 11, 12]. The basic idea of TMR is
to use three exact copies of a module (system), and a majority
voter is used to combine the outputs from the triple modules.
The majority voter is designed in such a way that it always
generates the bit which appears on majority of the input lines.
Therefore, if one of the modules generates an incorrect output,
the majority voter will still generate the correct output by
masking the output of the faulty module. Sometimes more
than three modules are used to form n-modular redundancy,
where n replicas of a module are connected to a majority vot-
er.

5 EXISTING REVERSIBLE MAJORITY VOTER CIRCUITS

There are only a few attempts in the literature to design major-
ity voter circuits in reversible logic. In [13], the authors pro-
posed two designs based on triple modular redundancy. In
their proposed design, a voter circuit takes three inputs from
the output of three copied circuits and generates three data
outputs. In order to maintain reversibility, the voter used in
their design is a 5-bit circuit with two garbage lines and two
constant input lines. However, our analysis suggests that this
circuit does not generate the intended output.

A simplified majority voter circuit, as shown in Fig. 4, is
presented in [11]. The authors describe a reversible fault toler-
ant multiplexing scheme using a 3-bit repetition code. The
voter consists of two CNOT gates and one Toffoli gate, and the
majority output value is taken from the line labeled ‘a.’. The
majority voter has a GC of 3 and a QC of 1+1+5 = 7. The major-
ity voter proposed in [11] can be used in designing fault toler-
ant reversible circuits by following the principle of triple
modular redundancy.

a ® D ao
b l bo
U/
c cC c
4 o

Figure 4: A reversible majority voter as proposed in [11]
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Figure 5: A three input reversible majority voter.

Table 1: Truth table for the reversible voter circuit.

After 1+ gate After 20 gate
abc a/b/d/ aoboco
000 000 000
001 001 001
010 010 010
011 011 101
100 101 011
101 100 100
110 111 111
111 110 110

In this section we present a simplified and cost effective
approach for designing a majority voter in reversible logic
[14]. To introduce our approach, a reversible three input ma-
jority voter is shown in Fig. 5. The behaviour of this circuit is
characterized by the truth table in Table 1. The output of inter-
est is ‘a0’ which always gives the value appearing on the ma-
jority of the input lines. The other two lines are not used, and
thus are considered garbage. The QC of this circuit is very
low: 1 for the CNOT gate and 5 for the Fredkin gate, for a total
of 6, which offers a small improvement as compared to the
approach presented in [11]. As we see from Figure 5.8, the
control of the Fredkin gate is (a @ c). When a=c then (a @ c) =
0, and the Fredkin gate becomes inactive and does not inter-
change the values of “a’ and ‘b’ at the output. In this case ‘a’ is
the value used as the majority output. However, when a # c
then (a © c) = 1, and the Fredkin gate becomes active and
swaps the value of ‘a’ and ‘b’. In this case the value of ‘b’ will
be the majority output.

Our proposed majority voter circuit can be used to
achieve fault tolerance in any reversible circuit. For example,
consider a (3 x 3) reversible circuit shown in Fig. 6(a). Suppose
the output line ‘c’ is the output of interest for this circuit and
the other two outputs are garbage. Fig. 6(b) shows a fault tol-
erant design for the circuit from Fig. 6(a). As we see from Fig.
6(b), three copies of the circuit are used, since we are using the
principle of TMR. The three output lines from the three copied
modules are connected to our proposed majority voter. If any
one of the three copied modules becomes faulty, the majority
voter masks the fault and sends the correct output to ‘c’. The
other two output lines ‘g1’ and ‘g2’ are the garbage output
lines of the majority voter.
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A reversible circuit.
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(b) Fault tolerant version of the circuit presented in Figure 5.9(a).

Figure 6: Achieving fault tolerance using TMR.

6.1 Fault Tolerant Reversible Full Adder Circuit

A fault tolerant full adder design based on our proposed ma-
jority voter is shown in Fig. 7. Since we have two outputs (sum
and carry) of interest in a full adder, we need two majority
voters to ensure that faults in either output can be masked. As
we see from Fig. 7 there are three carry lines that are connect-
ed to the voter on top, while the bottom voter is connected to
the three the sum lines. This design can generate corrected
output in the presence of faults from any of the proposed fault
models [15] as long as the fault affects at most one of the tripli-
cated full adders. Similarly, this design can be applied to any
type of circuit, albeit with a significant amount of hardware
overhead. We have also proposed some designs to extend the
majority voter which are presented in [14].

7 CONCLUSION AND FUTURE DIRECTION

This chapter presents a 3-bit reversible majority voter circuit.
The purpose of this circuit is to identify the bit value which
appears more than any other bit value on the three input bits,
assuming the use of Boolean (binary) values. Our proposed
design is simpler and of lower cost in terms of gate count and
quantum cost than existing designs in the literature. We also
provide the designs for extending the voter from 3-bit up to 6-
bits. Moreover, we demonstrate the application of our voter in
fault tolerant reversible circuit design.

We provide an overview and analysis of existing works that
term themselves to be fault tolerant but which do not meet the
required characteristics to be categorized as such. Lastly, we
present a design of a fault tolerant reversible full adder circuit.
The proposed design can be used to make any reversible cir-
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cuit fault tolerant. The proposed majority voter can be used to
generate a corrected output in the presence of any type of fault
as long as the fault affects a minority of the n input lines to the
voter.

One of the crucial threats in designing a fault tolerant
digital system using n-modular redundancy is the single point
failure. Thus, making the majority voter robust is one of the
main areas of further study. In addition, future work includes
developing techniques for fault location as well as fault correc-
tion in reversible circuits.
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Fig. 7. A fault tolerant reversible full-adder circuit design.
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